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H.R. 220, THE FREEDOM AND PRIVACY
RESTORATION ACT

MAY 18, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 2 p.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn and Turner.

Staff present: J. Russell George, staff director and chief counsel,
Heather Bailey, professional staff member; Bonnie Heald, director
of communications; Bryan Sisk, clerk; Elizabeth Seong and Michael
Soon, interns; Michelle Ash and Trey Henderson, minority coun-
sels; and Jean Gosa, minority assistant clerk.

Mr. HORN. A quorum being present, the hearing of the Sub-
committee on Government Management, Information, and Tech-
nology will come to order.

This is the fourth in a series of subcommittee hearings on the
issue of privacy. Today, we will examine proposed legislation that
would prohibit Federal, State, and local government agencies from
using Social Security numbers as identification numbers, except for
Social Security and tax purposes. H.R. 220, the Freedom and Pri-
vacy Restoration Act of 1999, sponsored by Representative Ron
Paul from Texas, in addition to limiting the use of Social Security
numbers, the bill would prohibit government agencies from asking
individuals for their Social Security number.

The proliferation of personal information on the Internet, in com-
bination with the broad use of the Social Security number, has
caused a growing concern over protecting citizens against a rising
tide of identity theft associated frauds. When the Social Security
number system began in 1936, its purpose was to identify individ-
uals who receive benefits from the Social Security retirement sys-
tem. Over the years, however, the use of this number has expanded
far beyond its original intent. Today, the social number is used as
a personal identification number by State and local agencies, utility
companies, universities, and a proliferation of private businesses.

Credit bureaus use the number to maintain individual consumer
credit histories. State income tax officials use it to identify tax fil-
ers. Numerous businesses that sell personal information, offer fi-
nancial services, and provide health care also rely on the Social Se-
curity number. These companies use the number to assess personal
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credit ratings, locate assets, maintain health records, and ensure
that individuals comply with a variety of rules and regulations.

Clearly, there is a need to protect personal information. There is
an equally compelling need to ensure the integrity of Federal pro-
grams. Today, the subcommittee will examine whether H.R. 220 is
an appropriate balance between those needs.

I will add that we will have a future hearing with individuals
that relate to this problem, such as universities across the land,
State governments, motor vehicle operations, county registrars. I
welcome our witnesses today and look forward to their testimony.

[The text of H.R. 220 and the prepared statement of Hon. Ste-
phen Horn follow:]
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To amend title II of the Social Security Act and the Internal Revenue

Code of 1986 to protect the integrity and confidentiality of Social Secu-
rity aceount numbers issued under such title, to prohibit the establish-
ment in the Federal Government of any uniform national identifying
number, and to prohibit Federal agencies from imposing standards for
identification of individuals on other agencies or persons.

IN THE HOUSE OF REPRESENTATIVES
JANUARY 6, 1999

Mr. PAUL introduced the following bill; which was referred to the Committee

on Ways and Means, and in addition to the Committee on Government
Reform, for a period to be subsequently determined by the Speaker, in
each case for consideration of sach provisions as fall within the jurisdic-
tion of the committee eoncerned

A BILL

To amend title IT of the Soeial Security Act and the Internal

1

Revenue Code of 1986 to protect the integrity and con-
fidentiality of Social Security aecount numbers issued
under such title, to prohibit the establishment in the
Federal Government of any uniform national identifying
number, and to prohibit Federal agencies from imposing
standards for identification of individuals on other agen-
cies or persons.

Be it enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,
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SECTION 1. SHORT TITLE.

This Act may be cited as the “Freedom and Privacy
Restoration Act of 1999”.

SEC. 2. RESTRICTIONS ON THE USE OF THE SOCIAL SECU-
RITY ACCOUNT NUMBER.

(a) REPEAL OF PROVISIONS AUTHORIZING USE OF
THE SOCIAL SECURITY ACCOUNT NUMBER.——Subpara-
graph (C) of section 205(c)(2) of the Social Security Act
(42 U.S.C. 405(c){2)(C)) 1s amended by striking “(C)(1)
It is the policy”” and all that follows through clause (vi)
and inserting the following:

“(CY(i) Except as otherwise provided in this para-
graph, no agency or instrumentality of the Federal Gov-
ernment, any State, any political subdivision of a State,
or any combination of the foregoing may use a social secu-
rity account number issued under this subsection or any
derivative of such a number as the means of identifying
any individual.

“(i1) Clause (1) shall not apply with respect to the
use of the social security account number as an identifying
number to the extent provided in section 61093(d) of the
Internal Revenue Code of 1986 (relating to use of the so-
cial seeurity account number for social security and relat-
ed purposes).

“(iil) If and to the extent that any provision of Fed-
eral law enacted before January 1, 2001, is inconsistent

*HR 220 IH
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3
1 with the policy set forth in clause (i), such provision shall,
2 on and after such date, be null, void, and of no effect.”.
3 (b) CONFORMING AMENDMENTS.—
(1) Clauses (vii} and (wii) of section

205(e)(2)(D) of such  Aet (42  U.S.C.

clauses (iv) and (v}, respectively.

4
5
6 405(e}{2)(D)(vii) and (viii)} are redesignated as
7
8 (2) Subsection (d) of section 6109 of the Inter-
9

nal Revenue Code of 1986 is amended—

10 (A) in the heading, by inserting ‘“FOR So-
11 CIAL SECURITY AND RELATED PURPOSES”
12 after “NUMBER’"; and

13 (B) by striking “this title” and inserting
14 “section 886, chapter 2, and subtitle C of this
15 title”.

16 SEC. 3. CONFORMING AMENDMENTS TO PRIVACY ACT OF
17 1974

18 Section 7 of the Privacy Act of 1974 (5 U.8.C. 552a
19 note, 88 Stat. 1909) is amended—

20 {1) in subseetion (a), by striking paragraph {2)
21 and inserting the following:
22 “(2) The provisions of paragraph (1) of this sub-

23 section shall not apply with respect to any disclosure which
24 is required under regulations of the Commissioner of Se-

25 cial Security pursuant to section 205(c)(2) of the Social

«HR 220 TH
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Security Act or under regulations of the Secretary of the
Treasury pursuant to section 6109(d) of the Internal Rev-
enue Code of 1986.7;
and
(2) by striking subsection (b) and inserting the
following:

“(b) Except with respect to diselosures described in
subseetion (a)(2), no ageney or instrumentality of the
Federal Government, a State, a political subdivision of a
State, or any eombination of the foregoing may request
an individual to disclose his social security aeccount num-
ber, on either a mandatory or voluntary basis.”.

SEC. 4. PROHIBITION OF GOVERNMENT-WIDE UNIFORM
IDENTIFYING NUMBERS.

(a) IN GENERAL.—Except as authorized under sec-
tion 205(e)(2) of the Social Security Act, any two agencies
or instrumentalities of the Federal Government may not
implement the same identifying number with respect to
any individual.

(b) InENTIFYING NUMBERS.—For purposes of this
section—

(1) the term “identifying number” with respect
to an individual means any combination of alpha-nu-
meric symbols which serves to identify such individ-

ual, and

«HR 220 IH
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(2) any identifying number and any one or
more derivatives of such number shall be treated as
the same identifying number.

SEC. 5. PROHIBITION OF GOVERNMENT-ESTABLISHED
IDENTIFIERS.

{a) IN GENERAL.—Subject to subsection (b), a Fed-
eral agency may not—

(1) establish or mandate a uniform standard
for identification of an individual that is required to
be used by any other Federal ageney, a State agen-
¢y, or a private person for any purpose other than
the purpose of conducting the authorized activities
of the Federal agency establishing or mandating the
standard; or

(2) condition receipt of any Federal grant or
contract or other Federal funding on the adoption,
by a State, a State agency, or a political subdivision
of a State, of a uniform standard for identification
of an individual.

(b) TRANSACTIONS BETWEEN PRIVATE PERSONS.—
Notwithstanding subsection (a), a Federal agency may not
establish or mandate a uniform standard for identification
of an individual that is required to be used within the
agency, or by any other Federal agency, a State agency,

or a private person, for the purpose of—

«HR 220 IH
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(1) investigating, monitoring, overseeing, or
otherwise regulating a transaction to which the Fed-
eral Government is not a party; or
(2) administrative simplification.

(¢) REPEALER.—Any provision of Federal law en-
acted before, on, or after the date of the enactment of
this Act that is inconsistent with subsection (a) or (b) is
repealed, including sections 1173(b) and 1177(a)(1) of the
Social Security Act (42 U.S.C. 1320d-2(b); 42 U.B.C.
1320d-6(a)(1)) and section 656 of the Illegal Immigration
Reform and Immigrant Responsibility Act of 1996 (5
U.8.C. 301 note).

(d) DEFINITIONS.~—For purposes of this section:

(1) AgExcy.—The term “agency’ means any
of the following:

(A) An Executive agency (as defined in
section 105 of title 5, United States Code).

(B) A military department (as defined in
section 102 of such title).

(C) An agency in the executive branch of
a State government.

(D) An agency in the legislative branch of
the Government of the United States or a State

government.

«HR 220 IX
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{E) An agency in the judicial branch of the
Government of the United States or a State
government,

(2) STATE—The term “State” means any of
the several States, the District of Columbia, the Vir-
gin Islands, the Commonwealth of Puerto Rieo,
Guam, American Samoa, the Commonwealth of the

Northern Mariana Islands, the Republic of the Mar-

N~RENEe <R - Y R R ]

shall Islands, the Federated States of Mieronesia, or

—
=]

the Republic of Palau.
11 SEC. 6. EFFECTIVE DATE.
12 The provisions of this Act, including the amendments

13 made thereby, shall take effect January 1, 2001.
O

HR 220 TH
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“Legislative Hearing on H.R. 228, the Freedom and Privacy Restoration Act”

OPENING STATEMENT
REPRESENTATIVE STEPHEN HORN (R-CA)
Chairman, Subcommittee on Government Management,
Information, and Technology
May 18,2000

A quorum being present, this hearing of the Subcommittee on Government Management,

Information, and Technology will come to order.

This is the fourth in a series of subcommittee hearings on the issue of privacy. Today, we
will examine proposed legislation that would prohibit Federal, State and local government
agencies from using social security numbers as identification numbers, except for social security
and tax purposes. HL.R. 220, the "Freedom and Privacy Restoration Act of 1999," sponsored by
Representative Ron Paul from Texas would also prohibit govemnment agencies from asking

individuals for their social security number.

The proliferation of personal information on the Internet in combination with the broad
use of the social security number has caused a growing concern over protecting citizens against a

rising tide of identity thefts and associated frauds.

When the social security numbering system began in 1936, its purpose was to identify
individuals who receive benefits from the social security retirement system. Over the years,

however, the use of this number has expanded far beyond its original intent.

Today, the social security number is used as a personal identification number by state and

local agencies, utility companies, universities and a proliferation of private businesses.

Credit bureaus use the number to maintain individual consumer credit histories.

State

income tax officials use it to identify tax filers. Numerous businesses that sell personal
information, offer financial services and provide health care also rely on the social security
number. These companies use the number to assess personal credit ratings, locate assets,

maintain health records, and ensure that individuals comply with a variety of rules and
regulations.
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Clearly, there is a need to protect personal information. There is an equally compelling
need to ensure the integrity of Federal programs. Today, the subcommittee will examine whether
H.R. 220 is an appropriate balance between those competing needs.

I welcome our witnesses, and look forward to their testimony.
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Mr. HorN. The gentleman from Texas hasn’t arrived yet, but we
will begin with the other gentleman from Texas.

We have with us the author of the bill, Hon. Ron Paul, a Member
of Congress from Texas.

STATEMENT OF HON. RON PAUL, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF TEXAS

Mr. PAUL. Thank you, Mr. Chairman.

I really appreciate this opportunity and I want to thank you for
holding these hearings. The issue of privacy certainly is getting the
attention of many people in this country and starting to get the at-
tention of many Members of Congress.

I do have a written statement that I would like to submit.

Mr. HorN. Without objection, your prepared statement will ap-
pear in the record.

I might say that the minute we introduce any witness here their
full statement goes in automatically.

Mr. PAUL. And I would like to add there is one letter that came
from a constituent and I would like to submit that letter as well.

Mr. HoOrN. Without objection, that letter will also appear in the
record.

Mr. PAUL. The issue of privacy certainly has been catching the
attention of a lot of people. Last year I introduced this legislation
to try to deal with it because we do hear from a lot of our voters
who are saying that the Social Security number is being used too
often and improperly. In a technical sense, they are right. They are
right in the sense that in a free society they are not supposed to
be monitored by the Government the way the Social Security num-
ber monitors us.

When we established the Social Security number in 1935 or
1936, it was never intended to be a national identifier. In 1970, the
Congress passed a bill called the Bank Secrecy Act. That sounds
like maybe it would preserve secrecy, but it did exactly the oppo-
site. It made sure the banks knew more about us and the Govern-
ment got hold of more information.

Congress responded in 1974 by passing the Privacy Act, and it
too sounded good and has a very good sentence in there that says
the taxpayer and voters will be protected and the Social Security
number cannot be used as a national identifier. But unfortunately,
in the same piece of legislation, it said that Congress can enact
anything they want and mandate the use of the Social Security
number.

So Congress since that time has ignored the good statement and
picked up on the other statement that said that they do have the
authority, according to the Privacy Act of 1974. And Congress has
not been bashful. There are 40 different programs now that use the
Social Security number as the identifier.

And in 1996, there was a giant leap forward to even expanding
this more so because the Immigration Act was written with a man-
date for the Transportation Department to develop a national iden-
tification card through our drivers’ licenses. Fortunately, with some
effort, we have been able to rescind that authority.

But also in 1996, the Health Insurance and Portability Act estab-
lished a need and authority to set up a national data bank and to
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have a national medical identifier. And today, with the Govern-
ment being so involved in medicine, it was argued that this would
make it more efficient for Government to monitor and manage
medical care because the Government is dealing with the HMOs
and this will make it more efficient.

And there is some plausibility to that particular argument, but
it also invites the risk, just as happened so often. What looks like
a good program always has a down side. The down side is that the
Government is going to have all our medical records. And as a phy-
sician, I certainly think that is a very dangerous thing because our
Government doesn’t have a real good record for protecting our pri-
vacy. They should be protecting our privacy and there is a lot more
time spent invading our privacy.

We do hear stories and they are not limited to one administra-
tion where the IRS has been abusive and has been used to invade
our privacy. We have also heard about FBI files being abused. So
the American people are very, very frightened by all this.

My theory on why we heard so much from our constituents this
year on the census wasn’t that the census was that more onerous—
I think the questions were probably similar to what has been going
on for the last 20 or 30 years because they have always asked a
lot of questions—but I think the American people now are much
more nervous about giving information to the Government. And
that is why I think they were complaining so much and worried
about it.

And even within the census, they have introduced an idea that
they were going to expand on the monitoring approach by having
a test in there they actually ask as a test 21,000 people for their
Social Security numbers to see what they can learn and how well
the people would respond.

So if we don’t pay more attention to this, soon the census will
be monitored and our numbers will be used to report our numbers
and our names to the census. Already today just about everything
we do needs a Social Security number. If we’re looking for a job,
birth certificate, death certificate, bank accounts, medical care—the
list goes on and on—drivers’ licenses. In most States, you can’t
even get a fishing license without a Social Security number.

This invites trouble. And one of the worst down sides to this is
that by having a universal identification number, it is a good way
to bring all our information together of every individual. If we don’t
do it, we are in trouble with the Government.

And once the information is brought together, the job of identi-
fication theft becomes relatively easy. All you have to do is get the
Social Security number. And because of Government mandates, we
have set it up for them.

My bill deals with this. You can’t use your Social Security num-
ber for anything other than Social Security. And take away the
mandates. Don’t tell the States—well, in order for you to get your
highway funds, you will put the Social Security number on your
drivers’ licenses—we wouldn’t be able to do that, either.

So this is a broad approach, a serious approach, there is a lot of
support for it, but I also understand very clearly the arguments
against it because they talk about Government being less effective.
They believe they can cut down on fraud if they use the Social Se-
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curity number. But the real purpose of Government in a free soci-
ety is not to make the Government efficient. The purpose of Gov-
ernment in a free society should be to preserve our freedoms.

To me, privacy is equivalent to if not synonymous with freedom.
So if we are carelessly willing to sacrifice so much of our privacy
and so much of our freedom for the argument that Government
may be more efficient, I think is a dangerous direction to be going
in.
So this is the reason I bring this to you. I appreciate very much
your willingness to listen and look at it because I don’t think this
issue is going to go away. And I think the nice part about it from
my viewpoint—from a civil libertarian viewpoint—is that it isn’t a
right-wing conservative issue and it is not a left-wing liberal issue.
It is a civil libertarian issue which brings in a lot of people from
both sides.

And although we get a lot of support and understanding on the
need for this, there is also the great hesitation to endorse this be-
cause they are frightened about what it might do in handicapping
the efficiency of Government.

And I will be glad to yield for questions.

[The prepared statement of Hon. Ron Paul follows:]
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Mr. Chairman, thank you for holding this hearing on my legislation, HR 220, the Freedom and
Privacy Restoration Act. I greatly appreciate your commitment to the issue of personal privacy.
Protecting privacy is of increasing importance to the American people. Since I have introduced
this bill, my office has received countless cails of support from Americans all across the country
who are opposed to the use of uniform identifiers. I have also worked with a bipartisan coalition
of members on varicus efforts to protect Americans from the surveillance state, such as the
banking regulators’ “know your customer” scheme, and the attempt by the Post Office to violate
the privacy of all Americans who use Commercial Mail Receiving Agencies {CMRAs).

The Freedom and Privacy Restoration Act represents a comprehensive attempt to protect the
privacy of individual citizens from government surveillance via the use of standard identifiers.
Among the provisions of the legislation is one repealing those sections of the 1996 Immigration
Act that established federal standards for state drivers’ licenses and those sections of the Health
Insurance Portability and Accountability Act of 1996 that require the Department of

Health and Human Services to establish a uniform standard health identifier. As I am sure my
colleagues know, the language authorizing a national ID card was repealed in last year’s
Transportation Appropriations bill and language prohibiting the expenditure of funds to develop
a personal medijcal identifier has been included in the past two Laboer-HHS-Education
Appropriations bills. These victories where made possible by the thousands of Americans who
let their elected representatives know that they were opposed to federally-mandated identifiers.

Perhaps the most significant portion of HR 220 prohibits the use of the Social Security number
for purposes not related to Social Security. For all intents and purposes, the Social Security
number is aiready a national identification number. Today, in the majority of states, no Ametican
can get a job, open a bank account, get a drivers' license, receive a birth certificate for one's child
without presenting their Sacial Security number. So widespread has the use of the Social
Security number become that a member of my staff had to preduce a Social Security number in
order to get a fishing license!

As atest of citizen resistance, the Census bureau asked 21,000 households to report their Social
Security number on their census form. One of the reasons the Census bureau is interested in the
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Social Security number is as a key to unlock information held by other government agencies.

Since the creation of the Social Security number in 1935, there have been almost 40
congressionally-authorized uses of the Social Security number as an identification
number for non-Social Security programs. Many of these uses, such as the requirement
that employers report the Social Security number of new employees to the “new hires
data base,” have been enacted in the past few years.

Such Congressional actions do not reflect the intent of the Congress that created the Social
Security system as that Congress in no way intended to create a national identifier. In fact,
Congress never directly authorized the creation of the Social Security number -- they simply
authorized the creation of an “appropriate record keeping and identification scheme.” The Social
Security number was actually the creation of the Internal Revenue Service!

The Social Security number did not become a popular identifier until the 1960s. In response to
concerns about the use of the Social Security number, Congress passed the Privacy Act of 1974,
because, as stated within the act itself, “The Congress finds the opportunities for an individual to
secure employment, insurance and credit and his right to due process and other legal protections
are endangered by the misuse of certain information systems.”

The Privacy Act of 1974 further states that “It shall be unlawful for any Federal, State or local
government agency to deny any individual any right, benefit or privilege provided by law
because of such individual's refusal to disclose his Social Security number.” This is a good and
necessary step toward protecting individual liberty. Unfortunately, the language of the Privacy
Act allows Congress to require the use of the Social Security number at will. In fact, just two
years after the passage of the Privacy Act, Congress explicitly allowed state governments to use
the Social Security number as an identifier for tax collection, motor vehicle registration and
drivers® license identification. When one considers the trend toward the use of the Social
Security number as an identifier, the need for HR 220 becomes clear.

The Freedom and Privacy Restoration Act also contains a blanket prohibition en the use of
identifiers to “investigate, monitor, oversee, or otherwise regulate” American citizens. Mr.
Chairman, prohibiting the Federal Government from using standard identifiers will ensure that
American liberty is protected from the “surveillance state.” Allowing the federal government to
use standard identifiers to oversee private transactions present tremendous potential for abuse of
civil liberties by unscrupulous government officials.

1 am sure I need not remind the members of this Committee of the sad history of government
officials of both parties using personal information contained in IRS or FBI files against their
political enemies. Imagine the potential for abuse if an unscrupulous government official is able
10 access one’s complete medical, credit, and employment history by simply typing the citizens’
“uniform identifier” into a database.

This history of abuse of personal information by government officials demonstrates that the only
effective meaus of guaranteeing American’s privacy is to limit the ability of the government o
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collect and store information regarding a citizen’s personal matters. The only way to prevent the
govermment from knowing this information is to prevent them from using standard identifiers.

In addition to forbidding the federal government from creating national identifiers, this
legislation forbids the federal government from blackmailing states into adopting uniform
standard identifiers by withholding federal funds. One of the maost onerous practices of Congress
is the use of federal funds illegitimately taken from the American people to bribe states into
obeying federal dictates.

Certain members of Congress are focusing on the use of the Social Security number and other
identifiers by private businesses. However, this ignores the fact that the private sector was only
following the lead of the federal government in using the Social Security number as an {D. In
many cases, the use of the Social Security number by private business is directly mandated by
the government, for example, banks use Social Security numbers as an identifier for their
customers because the federal government required them to use the Social Security number for
tax reporting purposes. Once the federal government stops using the Social Security number as
an identifier, the majority of private businesses, whose livelihood depends on pleasing
consumers, will respond to their customers demands and stop using the Social Security number
and other standard identifiers in dealing with them.

T hope that we in Congress would not once again allow a problem Congress created to become an
excuse for disregarding the constitutional limitations of federal police powers or imposing new
mandates on businesses in the name of “protecting privacy.” Federal mandates on private
businesses may harm consumers by preventing business from offering improved services such as
the ability to bring new products that consumers would be interested in immediately to the
consumers’ attention. These mandates will atso further interfere with matters which should be
resolved by private contracts.

Furthermore, as we have seen with the administration’s so-called “medical privacy protection”
proposal, federal “privacy protection laws” can actually undermine privacy by granting certain
state-favored interests access to one’s personal information.

Some my claim that the federal government needs expanded surveillance powers to protect
against fraud or some other criminal activities. However, monitoring the transactions of every
American in order to catch those few who are involved in some sort of illegal activity turns one
of the great bulwarks of our liberty. the presumption of innocence, on its head. The federal
government has ne right to treat all Americans as criminals by spying on their relationship with
their doctors, employers, or bankers. In fact, criminal law enforcement is reserved to the state and
local governments by the Constitution's tenth amendment.

Others may claim that the federal government needs the power to monitor Americans in order to
allow the governiment to operate more efficiently. However, in a constitutional republic the
people are never asked to sacrifice their liberties to make the job of government officials a little
bit easier. We are here to protect the freedom of the American people, not to make privacy
invasion more efficient.
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The main reason Congress should take action to stop the use of standard identifiers is because the
federal government lacks constitutional authority to force citizens to adopt a universal identifier
for health care, employment, or any other reason. Any federal action that oversteps constitutional
limitations violates liberty because it ratifies the principle that the federal government, not the
Constitution, is the ultimate judge of its own jurisdiction over the people. The only effective
protection of the rights of citizens is for Congress to follow Thomas Jefferson's advice and “bind
(the federal government) down with the chains of the Constitution.”

1 once again extend my sincere appreciation to Chairman Horn and the other members of the
Subcommittee for holding this hearing and express my hope that this hearing begins the process
of protecting the rights of all citizens to conduct their lives free from government intrusion.
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Mr. HORN. Let me ask you about Medicare.

When we drafted the Medicare bill—and I was on that team in
the Senate staff in 1965—we followed essentially how Social Secu-
rity had done it and we modelled the Medicare part on it.

Now, would you permit the use of the Social Security number for
medical files in Medicare, since it is needed to make sure there are
real people getting benefits and not somebody that has a number—
and there is no question there is a lot of misuse of the number in
terms of people looking at the dead and all the rest. If it hasn’t
been changed in Baltimore, I guess they get away with it. But we
will get some testimony on that later.

But how do you feel about including Medicare with a Social Secu-
rity number.

Mr. PAUL. My first thoughts are psychologically, in my mind,
without thinking it through in detail legally—I think of Medicare
and Social Security being pretty close together. I think if that were
the only problem, I don’t think I would be here with this piece of
legislation. But I think if we were to use it for Medicare, it could
be very, very strictly limited to that with the idea that that is part
of the Social Security system, because I think of it as the same. I
think of it as the same.

But I think when you get into the other medical programs,
whether it is the managed care system the Government has so
much to do with or the Medicaid system and on and on, then I
would not be nearly that generous. I would say that you should
have another identifier because there will always be the efficiency
argument, whether it is an educational program or a medical pro-
gram. But strictly limited to Medicare for the protection of the indi-
viduals I think is very important.

Mr. HORN. In the testimony we expect to hear on the next panel,
it will be pointed out that if there isn’t a common identifier when
Government agencies attempt to locate that it creates a problem.
For example, dead-beat dads, people with similar names may be
mistakenly identified and there is a real problem where the people
aren’t submitting their alimony ordered by the court, they move
across county lines in California or they move across State lines.

How would you address that problem if your bill became law?

Mr. PAUL. I think States faced this problem prior to the time we
had Social Security because I don’t think of dead-beat dads as a
separate issue. I think that is a problem of someone not paying
their bills and meeting up to their financial responsibilities. So I
would say that is a State issue. And if you are dealing with a cross-
State problem, then those two States have to get together and work
it out.

But prior to even the 1960’s, we didn’t have that because it was
only in the 1960’s when we started really using it. And even in the
1970’s when we dealt with all the financial accounts—we didn’t
even have the Social Security numbers on our tax returns until
1961.

So I would say that that is not the job of the Federal Govern-
ment or the Congress to facilitate this collection. This is a very se-
rious problem, but prior to the Social Security number, it was han-
dled as adequately as it is today, I am sure.
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Mr. HoOrN. Well, I remember one study we had a few years ago
on Pell grants. Those are the ones that generally help the State
schools and colleges. One person was eligible on Pell grants in
terms of the information he showed at the student financial aid of-
fice, but actually he was a millionaire, and that was found through
interconnection of his Social Security number with that in the tax
record.

Does that bother you?

Mr. PAUL. It bothers me that fraud was committed, but I do not
think that we eliminate the prosecution of fraud by preserving free-
dom for the large majority of people. We shouldn’t sacrifice the pri-
vacy of 99 people because you might catch one person that is going
to commit fraud. I don’t think we sacrifice our ability to pursue
fraud because there would be ways of finding out if this person
lied. But at the same time, you don’t want to penalize and assume
somebody is guilty of something and put a tremendous burden on
them to follow so many of these privacy laws and let the Govern-
ment accumulate this information.
| bI think the supposed benefit is not worth the sacrifice of personal
iberty.

Mr. HORN. My last question, and then I'll turn it over to my col-
league, Mr. Turner, your colleague from Texas.

The written testimony of some of the second panel witnesses sug-
gests adding a penalty section.

What is your view of that idea?

Mr. PAUL. A penalty?

Mr. HORN. If you misuse the Social Security number, should
there be a penalty?

Mr. PAUL. I certainly think there should be a penalty on the U.S.
Government when they misuse the Social Security number. But we
should just prohibit by law the abuse of the Social Security number
and then there would be—I think they use it because they have
been granted the authority to use it and we encourage it. As we
set up a new program, we are always anxious. The Social Security
number is great. So we literally have it from cradle to grave now.

Are you thinking about a businessman misusing the Social Secu-
rity number?

Mr. HORN. Your bill, if it was put on the law books, do you think
there ought to be a penalty section to make sure that the people
obey that particular bill?

Mr. PAUL. And you are referring to Government people?

Mr. HORN. I am referring to anybody who uses the Social Secu-
rity number, because I am assuming that is what you are banning
in your bill.

Mr. PAuL. I hadn’t thought about that, and maybe I am overly
optimistic that if we pass a law and say “Thou shalt not use the
Social Security number,” I would expect that we wouldn’t use the
Social Security number. I would think that if it were abused and
the Social Security number was being forced on a State or Congress
kept passing these laws, I guess the only penalty would be eventu-
ally at the polls. The American people would have to invoke the
penalty.

Right now, I think we are getting close to that point where the
American people are getting nervous about the invasion of their
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privacy and it is an issue that they would like to hear more about
from us.

Mr. HORN. So you don’t feel that a penalty section is needed?

Mr. PAUL. Well, at the moment, I don’t. But I would have to
admit I haven’t thought it through completely and I would cer-
tainly be open to suggestions on that, if I could see the need for
it.

Mr. HOrN. Well, I thank you and I now yield to the gentleman
from Texas, the ranking member here, Mr. Turner for an opening
statement as well as questioning the witness.

Mr. TURNER. Thank you, Mr. Chairman.

Welcome, Mr. Paul, a fellow Texan. It is always good to have
Texans before our committee.

There is another bill that Mr. Kleczka has that would ban the
use of the Social Security number in both the public and private
sector. I know you addressed that in your opening remarks, but ex-
pand on that a little bit. Why, if you fear the use of the Social Se-
curity number by Government agencies contributes to the invasion
of our privacy, why wouldn’t you just tell the private sector they
shouldn’t use it as well?

Mr. PAUL. Well, I deal with that but a little more indirectly be-
cause if the private sector uses that number mainly because we
have made it convenient for them to use it and we have mandated
it too often when it comes to financial records—I mean, we tell the
banks what to do—and anytime we do anything we put the pres-
sure on them to use that number. Then they accumulate the infor-
mation and they are tempted to sell it and do whatever.

I think the fact that we do get them to accumulate all this infor-
mation makes it much easier for identity theft. But I don’t think
the answer to our problem is dealing with another set of regula-
tions on business people. Like last year when we passed the bank-
ing legislation, we said that what we needed to do was make sure
that some of this information isn’t transferred within a certain cor-
poration or closely in-line corporation. But what that actually did
was mandated more forms to be filled out, which means there is
more information accumulated under the Social Security number.

I think the abuse in the private sector comes as a secondary con-
sequence. If we weren’t using it so much, there would be no reason
for them to do it. But I don’t see the answer coming by just putting
another constraint or another form to be filled out by the private
sector. I don’t see that’s where the problem is.

Mr. TURNER. So you think the private sector would just slowly
quit using the Social Security number? There are obviously mul-
titudes of records that have all of us identified by our Social Secu-
rity number.

Mr. PAUL. If we didn’t tie it all together, I think they would lose
their enthusiasm for using it. I don’t see a convenient way of say-
ing—we could say it, but could you imagine telling every individual
that they are not allowed to use it? That means that we would
have more snooping to make sure that nobody ever asked somebody
for their Social Security number.

But I think the abuse in this area should be dealt with on a
property rights issue, fraud issue, local issue, but not by leaving
the system in place and coming up with more of a rule. And this
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is our temptation here, instead of looking at the basic problem, we
are more tempted to come in and set up more rules and regulations
on the private sector and not dealing with the source of the prob-
lem, which was our carelessness in allowing the universal identifier
to be developed.

Although it is not admitted that it is here and we have had a
couple of victories like “Know Your Customer’—that is something
I don’t think too many of us supported and they withdrew it. That
was more banking regulations. As well, there was the National 1.D.
Card Authority. We got that removed.

So we have minor victories, but I don’t think overall we have re-
versed the trend. The need for, the desire for, and the so-called
benefits of a universal identifier are very, very strong. I think that
is where the problem is and not with the private sector participat-
ing in the use of a Social Security number when they probably
don’t even need to.

Sometimes you wonder why so many businesses are always ask-
ing you for these Social Security numbers, even when it’s not the
law. But people have been so conditioned to do it. So we have the
Government mandating the encouragement, everybody accepts the
Social Security number, and then we have businesses sort of jump-
ing on.

So I think the solution is back to making sure that we do not
establish the principle of a national identifier. That is what my bill
deals with.

Mr. TURNER. Have you been able to address the cost of the aban-
donment of the use of the Social Security number by the Federal
Government agencies?

Mr. PAUL. No, not directly. But I know the cost of not doing it
is very, very high in terms of privacy and individual liberty, and
that is the cost I am looking at because there is such an intrusion
as a cost-in that we facilitate identification theft—so that cost is
tremendous. How much the cost would be if we continue with our
same type of Federal education programs and medical programs—
if they had different numbers, I am not sure there would be a tre-
mendous increase in cost on that. They would just have to come up
with a different number.

Mr. TURNER. I guess there would also be some cost to State gov-
ernments, maybe even local governments that have come to rely on
the Social Security number.

Mr. PAUL. They would have to quit relying on it.

In the State of Texas, you know that it is only recent that we
have had to give our Social Security number. It isn’t on our driver’s
license, but that is the direction that we were and probably still are
moving in, that every State will have a universal driver’s license
with Social Security numbers. But we are now required to give it
even though it doesn’t appear. So there is the connection. The
intertwining of being able to monitor and know everything about
everybody is the universal identifier, which is the Social Security
number.

I don’t want any pressure—in fact, my bill deals with this. We
as a Congress cannot put pressure on the State to use the Social
Security number. Maybe your question is saying that the State
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wants to. I think if we take away the incentive, the pressure, and
the mandates, they are less likely to.

Mr. TURNER. We had a hearing just the other day in this commit-
tee on a proposal by Representative Hutchinson to have a study
commission on the issue of privacy. I know we have several bills
that are moving through the Congress, some regulations that have
been proposed trying to protect our privacy.

Do you feel that we can point to some specific abuses that relate
to the use of the Social Security number where our privacy has
been invaded? Do we have some specific examples on a wider scale
that might point out the scope of the problem that you perceive to
exist?

Mr. PAUL. I don’t think that would be difficult to find. Certainly
the notion that we have a medical data bank, and assuming that
there would never be a violation is almost too much to believe. And
we do know specifically that our Government too often has abused
records like FBI records and IRS records and they were never to
be used in the political sense. Yet I think both administrations
have been guilty of abuse in using these records in a political
sense.

I think people really are fearful of the Government having their
medical records. And we make no in-roads at all—we have made
in-roads on the National I.D. Card, but we have made no progress
at all in slowing up the National Medical Data Bank with the So-
cial Security number as the identifier.

I can’t show you an example of how the Government has abused
that, but gut instinct tells us it is not a very good idea and the
American people don’t want it. That I am sure of.

Mr. TURNER. Of course, the medical records are by and large in
the private sector. Would there perhaps be some way to center in
on specific areas that are particularly sensitive, like medical
records and perhaps do something in that area rather than just
across the board?

Mr. PAUL. But that really confuses the movement toward the
universal health care because we are moving in that direction be-
cause so much is managed health care and HMOs. Once Medicare
starts paying for HMOs, they have to monitor it and they have to
make sure that patients don’t abuse it, doctors don’t abuse it, hos-
pitals don’t abuse it. There is always the temptation to abuse the
system, so the argument will be that we have to be able to monitor
it.

They use the idea that we need this information because it is
good to study health. We get statistics and we can learn more
about medicine. There will be all these wonderful things that they
are going to do. So the odds of us developing a medical care system
that is being developed and be able to maintain medical records,
as I did for 30 years—my medical records were in the office in a
filing cabinet and that was it. But now, when you get into the man-
aged care system and the HMO, they can march in and look at
your medical records and find out whether you have been abusing
medical care. They will just go through your file.

For efficiency sake, they want these files changed. If somebody
moves to New York, they don’t want it the old-fashioned way where
you mail the records or the patient carries them, they want HHS
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to have access to this and just transfer these medical files. That is
what is coming unless we are able to stop this.

Even my bill doesn’t deal with that overall problem as much as
it slows it up in that it wouldn’t have the universal identifier. I
would like to address the medical care system in this country, but
that is not what this does. It just says that if you are going to move
in the direction of a single payer, universal health care system in
this country—which we are moving rapidly toward—that they can-
not use the Social Security number so that they can do the match-
ing up.

When people want to know about individuals and they have a So-
cial Security number, they can look up and find every piece of prop-
erty owned, what your bank account is, and what kind of disease
you have, it will undermine the practice of medicine like you have
never seen it. I have talked to other physicians and the natural
tendency is to not keep good medical records.

If somebody comes in and has controversial things to talk about,
the good doctor is not going to write it down because it is not going
to be private. We are moving in that direction. And the other physi-
cians in Congress have admitted that to me already, that they have
the same concerns.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. HORN. I just have one comment on this, and that is
numberitis. There is a very interesting editorial in the Newark, NJ
Star Ledger. The columnist and editorial board notes: “We are chal-
lenged to remember e-mail addresses, office extension numbers, fax
numbers, paging 1.D.s, PIN numbers, Web site addresses. The
other day I telephoned a greenhouse manufacturer to buy some
supplies. The service representative wanted to know my customer
identification number. I told the woman I hadn’t a clue. Then she
asked for a serial number, but I wasn’t about to trot out to the
greenhouse and copy it down. Finally, she settled for my zip code
and, bingo, I was able to place my order. We must be given the
third degree every time we want to purchase something. Do we
really have to?”

Then it goes on, “In simpler times, all I had to know was my So-
cial Security number and a couple of phone numbers. Now my head
is so loaded with codes and personal identification numbers that it
is understandable why my memory bank crashes from time to time.
I am not a techie or a geek. Programming isn’t my strong suit. I
have given up, for instance, the notions that I will ever learn how
to program a video recorder. Besides, I have neither the time nor
the inclination to sit down and program numerical codes into, say,
a palm pilot.”

So there are a lot of aspects of this and we appreciate you coming
here. Since my colleague, Mr. Turner, mentioned Representative
Kleczka’s statement here, if you would like it put in the record here
at this point——

Mr. TURNER. Yes, Mr. Chairman, Mr. Kleczka requested that we
include his statement in the record.

Mr. HoOrN. Without objection, his prepared statement will appear
in the record.

[The prepared statement of Hon. Jerry Kleczka follows:]
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Statement of Rep. Jerry Kleczka before the Government Reform
Subcommittee on Government Management and Technology
Thursday, May 18, 2000

Mr. Chairman and Ranking Member Turner, thank you for permitting me to express my views to
the Subcommittee regarding Rep. Paul’s legislation, H.R. 220, to restrict the government use of
Social Security numbers. As you know, 1 recently testified on a panel with Dr. Paul before the
‘Ways and Means Social Security Subcommittee on the use and misuses of Social Security
numbers (SSNs}.

I agree that the Social Security number has become a de facto national identification number. In
fact, last year, myself and Dr. Paul worked together to give Members of the next Congress the
option to not include their SSN on their voting cards.

The motives behind H.R. 220 are noble, but more needs to be done. I have introduced
legislation, H.R. 1450--the Personal Information Privacy Act {PIPA), that will restrict the private
sector uses of the Social Security number by allowing only those uses explicitly authorized in
current law.

H.R, 1450 would allow credit headers to include only names and addresses. The credit header
could include an individual’s telephone number only if it is already listed in the phone book.
Currently, information such as Social Security numbers and mothers” maiden names are available
on credit headers, which are not protected by the Fair Credit Reporting Act (FCRA). Under the
FCRA, a person can purchase a credit report only if they are making a firm offer of credit or
insurance; or if they have the consumer’s consent. Credit headers, which contain the
aforementioned sensitive information, have no such protections and may be purchased by
anyone.

In addition, PIPA would prohibit the purchase and or sale of Social Security numbers without the
owner’s written consent. This legislation would also prohibit the use of an individual’s SSN for
identification purposes without the written consent of the individual. In order for consent to be
valid, the person desiring to use an individual’s SSN must inform the individual of all the
purposes for which the SSN will be utilized, the persons to whom the number will be known, and
obtain the individual’s consent in writing. These protections are similar to those contained in the
Privacy Act of 1974, which restricts the federal government’s uses of SSNs.

While Rep. Paul’s bill raises awareness of the many government uses of the SSN that are not
related to the Social Security program, the types of privacy protections that the federal
government has for the use of SSNs should also be applied to the private sector.
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Mr. HORN. It is rather interesting. He has a bill in also and his
bill is H.R. 1450, which is the Personal Information Privacy Act
[PIPA]—we are getting just like the executive bureaucracy here.

He said H.R. 1450 would allow credit headers to include only
names and addresses. The credit headers could include an individ-
ual’s telephone number only if it is already listed in the phone
book. Currently, information such as Social Security numbers and
mother’s maiden names are available on credit headers, which are
not protected by the Fair Credit Reporting Act. Under the FCRA,
a person can purchase a credit report only if they are making a
firm offer of credit or insurance or if they have the consumer’s con-
sent. Credit headers, which contain the aforementioned sensitive
information have no such protections and may be purchased by
anyone.

It is a very interesting bill, also. Have you had a chance to look
at that?

Mr. PAuL. Not in great detail, but we have talked about it and
we testified in another committee on that. Jerry and I have worked
closely together because we have written a letter to the clerk about
why our Social Security numbers are on our voting cards. So we
can’t even vote without Social Security number, but most of us
have not paid much attention to it.

They claim that they give us a chance to have it on or not, which
isn’t exactly true. So maybe next go around everybody is going to
have to fill out a form on whether we want our Social Security
number on our voting card or not. Maybe if we don’t have a Social
Security number we won’t get to vote.

Mr. HORN. And they will probably ask us to put the Social Secu-
rity number on the form we fill out, right?

Mr. PAUL. That’s right.

Mr. HORN. Thank you so much for coming. You are going to stim-
ulate quite a discussion nationwide on this, I think. But I think it
is a worthwhile endeavor.

We will now go then to panel two. If Barbara Bovbjerg, Hon.
Fritz Streckewald, Charlotte Twight, and Robert Smith will come
forward, we will swear you in. If you have staff behind you that
will be possibly testifying, please have them stand up and the clerk
will take their names and we will have them affirm the oath.

[Witnesses sworn.]

Mr. HORN. We have six people. The clerk will get the names of
those behind Dr. Twight.

We will start down the line with Ms. Bovbjerg, Associate Director
of Education, Workforce, and Income Security Issues for the
Health, Education, and Human Services Division of the U.S. Gen-
eral Accounting Office, which is part of the legislative branch and
does a wonderful job in terms of both programmatic analysis and
fiscal analysis. We are glad to see you.
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STATEMENTS OF BARBARA BOVBJERG, ASSOCIATE DIRECTOR
OF EDUCATION, WORKFORCE, AND INCOME SECURITY
ISSUES, HEALTH, EDUCATION, AND HUMAN SERVICES DIVI-
SION, U.S. GENERAL ACCOUNTING OFFICE; FRITZ
STRECKEWALD, ASSOCIATE COMMISSIONER FOR PROGRAM
BENEFITS, THE SOCIAL SECURITY ADMINISTRATION; CHAR-
LOTTE TWIGHT, PROFESSOR AND PRIVACY EXPERT, BOISE
STATE UNIVERSITY; AND ROBERT ELLIS SMITH, EDITOR,
THE PRIVACY JOURNAL

Ms. BOVBJERG. Thank you. I am happy to be here.

Mr. Chairman and members of the subcommittee, I am really
gleased to be here today to discuss uses of the Social Security num-

er.

Mr. HORN. I should say one more thing.

We all have the written statement. We would like you to summa-
ri}fe gs in 5 minutes. If you need 10, we will get to that, but go
ahead.

Ms. BOVBJERG. I will make it in 5 minutes.

Almost 277 million Americans have been assigned a SSN, and
because each is unique to the individual, the SSN is frequently
used for a variety of purposes. Privacy concerns, coupled with
mounting instances of identity theft have raised public sensitivity
to this issue.

I would like to focus my remarks on three aspects of the topic:
the Federal role in the use of the SSN, State and private sector
use, and finally the possible impact of restricting the number’s use.
My testimony 1s based on a report we prepared in 1998.

First, the Federal role.

No single Federal law regulates the overall use of the SSN, but
several require its use to help enforce the law, determine benefit
eligibility, or both. For example, the Internal Revenue Code re-
quires that the SSN serve as the taxpayer identification number.
This means that taxpayers must report their SSN when they pay
taxes, and their SSNs must also be known to their employers and
financial institutions from whom they receive income.

Federal law also requires individuals to provide their SSN when
they apply for means-tested benefits such as supplemental security
income, Medicaid, food stamps. The numbers are used not only for
recordkeeping but also to verify income that individuals report.

For example, the Social Security Administration matches records
with other entities such as the Department of Veterans’ Affairs to
identify SSI applicants who may also be receiving other benefits,
and does so by using the SSN as the unique identifier. Federal law
also requires States to use SSNs in their child support enforcement
programs, in issuing commercial drivers’ licenses, and on a variety
of documents such as marriage licenses and death certificates.

Federal law generally does not restrict SSN use, except in a few
instances. The Privacy Act of 1974 restricts Federal agencies in col-
lecting and disclosing personal information, such as SSNs without
the individual’s consent. The Driver’s Protection Policy Act restricts
State governments from disseminating the SSN with drivers’ li-
cense databases.

I would like to turn now to how SSNs are used outside the Fed-
eral Government.
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In our work, we focused on those users who reach the largest
number of people: State governments and, for the private sector,
businesses that offer health services, financial services, or personal
information.

State officials say they use SSNs in both administering programs
and in enforcing the law. For example, State tax administrators
routinely use the SSN as a primary identifier in their tax systems
and to cross-check taxpayer income. State driver licensing agencies
most typically use SSNs to check an individual’s driving record in
otherdStates. Law enforcement agencies use SSNs to check criminal
records.

In the private sector, the health care industry generally uses
SSNs as back-up identifiers. Other numbers serve as primary iden-
tifiers for patient medical records. But SSNs are needed to trace
patients’ medical care across providers or to integrate patient
records when providers merge.

Credit bureaus also use SSNs. Such organizations build data-
bases of consumer payments and credit transactions. Credit bu-
reaus use the SSN as a principal identifier for retrieving credit his-
tories on demand. Most of their customers—insurance companies,
collection agencies, credit grantors—provide a SSN when request-
ing a credit history and can deny credit to individuals who refuse
to provide them.

In contrast to these administrative uses, businesses that sell per-
sonal information collect SSNs for the sole purpose of selling them
in a linkage with other information. Generally, these databases use
SSNs to facilitate records searches when they are sold to customers
like debt collectors, employers, anyone who may want to carry out
some form of background check on an individual.

Finally, I would like to summarize the possible effects of restrict-
ing use of the SSN. Users told us that without the SSN as a unique
identifier, data exchanges would be at risk. Tax enforcement would
be hampered by not being able to verify income reported. Steward-
ship of public benefit programs would weaken. States could not
readily identify drivers concealing out-of-State traffic violations.
Consumer credit histories could not be quickly updated and accu-
rately retrieved.

In conclusion, wide use of the SSN is permissible, but its pres-
ence 